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Bilgi-Savasi'nin 'Sosyal Yikim Uclisd' Nasil Yenilir?

‘Savasin kurallar” degisti. Askeri olmayan araglarin siyasi ve stratejik
hedeflere ulasmadaki rolu buyudu ve cogu durumdadaq, etkinliklerinde
silahlarin yikim gucunu astilar”

— Rusya Genelkurmay Baskani Orgeneral Valery Gerasimoy,
Askeri-Endustriyel Kurier, Subat 2013

"Rusyaq, bilgi savasi tarihinde gordugumuz en etkileyici bilgi savasini yildirim
harekati konseptinde yurutuyor”

— General Philip Breedlove, NATO Galler Zirvesi, Eylul 2014

Bu zirveden yedi yil sonra Amerika, modern bilgi savasinda ug¢ unsurdan
yararlanan daha becerikli bir Rusya ile karsi karsiyo: bu uc unsur sirasi ile
1.sosyal medya, 2.propaganda/sahte haberler ve 3.dijital sosyal muhendislik -
“ou unsurlari sosyal yikim uglust olarak adlandirabiliriz’. Uglunun ileri
duzeydeki kalici tehdidi, ulusal guvenlik i¢in cok ag¢ik ve halihazirda gecerli
bir tehlikedir, cunku ulus-devletler ve teror orgutleri, sosyal medya
teknolojisinin her yerde bulunan gucunu kullanmayi ve dijital toplum
muhendisligi sanati araciligiyla kitleleri manipule etmek i¢in profesyonel bilgi
savascilarini kullonarak propaganda ve saohte haberler "ureterek kitlelere
iletmeyi” 0grendiler,

ABD hukumeti ve 6zellikle Savunma Bakanligl, bu bilgi silahlarinin
kulloanimindan kaynaklanan benzeri géorulmemis zorluklarla karsi karsiya.

Ulusal guvenlik uzmani Clint Watts, “Dusmanla Icice” adli kitabinda aglkga
‘Amerika bilgi savasinda berbat, kesinlikle berbat” diyor. Ulke, kinetik silah
sistemleri gelistirmek icin muoazzam ¢aba harcarken, rakibinin Triad of
Disruption stratejisi icin henuz kapsamli bir savunma plani gelistirmedigi
aglk.



Sekil bir, tg unsurun Sosyal Yikim Uclusdnu olusturmak icin nasil etkilesime
Qirdigini ortaya koymaktadir. Nihai amaca, Amerikan toplumunun kaosa
suruklenmesine yol agan bir kitle imha silahi olarok gorulebilecek, nufuz,
istikrarsizlastirma ve yildirma savasinda kullanilan bu sosyal yikim uclusunun
birlesik gucudur.

Sosyal Yikim Uglustnun gucunu takdir etmek igin, her bir unsurun silah
gelistirmedeki rolunu anlomaniz gerekir.

Silahi,mesaqj iletimi olan sosyal medya, toplumun her alaninda kendini
degistirmeye devam ediyor.

Bugune kadar, sosyal medya sitelerine 6z polis propagandasina veya sahte
haberlere glivenmek etkisiz kalmistir. 1996 iletisim Ahlaki Yasasinin 230.
Bolumu sadece 26 kelimeye sahiptir. Bolum 230, "Higbir etkilesimli bilgisayar
hizmeti saglayicisi veya kullanicisi, baska bir bilgi icerigi saglayicisi
tarafindan saglanan herhangi bir bilginin yayincisi veya sdzcusu olarak
muamele gormeyecektir” medya platformlarinin kullanimi.

Degisiklik gerektiren kusurlu bir yasadir; ozellikle, ifade dzgurlugu ve sorumlu
cevrimigi sosyal katilim arasindaki dengeyi bulmak i¢in iki partili mevzuat
gereklidir. Bu konuyu ele almadan, sosyal medya platformlarinin bir saldiri
vektoru olarak kullanilmaya devam edilmesinin ongorulebilir gelecek igin
siniri yok gibi gérunuyor.

Sirada propaganda ve yalan haberler var. Uluslaro, kuruluslara veya bireye
zarar vermek amaciyla soylenti, fikir, bilgi ve yalanlarin yayilmasi
propagandadir ve “bilgi manipulasyonu® unsurudur. Yuzlerce yildir kotuluk
amaciyla basariyla kullanilmistir. Adolf Hitler'in yukselisini desteklemek igin
Naziler, kotuluklerini Alman toplumunun her yonune asilarken propagandayi
bir sanat bigimine donugsturduler.

Propaganda tarih boyunca ne kadar tehlikeli ve etkili olursa olsun, sosyal
medyanin ortaya ¢ikisi tehdidi kat kat artiriyor. Ug Aylik Stratejik
Arastirmalarda Yazan Hava Kuvvetleri Komutani Yarbay Jarred Prier, “Egilime
Komuta Etmek: Bilgi Savagi Olarak Sosyal Medya" baslikli makalesinde, bu



artan kontrolsuz propaganda tehdidine ve dijital ortomda yayilmasina
katkida bulunan ilgili niteliklere degindi.

Bu dlumcul kombinasyonu ve farkli teknoloji araglarinin, oyuncularin ve
mesajlasmanin, temsili sosyal medya platformu Twitter'i kullonarak
propagandaya inanilmaz dayaniklilikla bir omur saglamak igin nasil
birlestigini yansitiyor.

Propagandanin birincil ugursuz ortagi sahte haberlerdir. Sohte haberler, bu
yeni silahin anlasmazlik ¢ikarma, yalanlari etkinlestirme ve motive etme
yetenegini tamamlamak i¢in enerji kaynagi olarak hizmet ediyor.

Yalan haber yeni bir terim degildir; ve son zamanlarda degisime ugromis
kullanimi orijinal anlamindan farklidir. Ne yazik ki, sahte haberler kendi
basina bir endustri haline geldi. Artik bazi dnde gelen politikacilarin
begenmedikleri haberleri indirgeme yontemi olarak favori bir teknik.

Kaynak, yalnizca alicinin siyasi géorusune dayali olarak guvenilir olarak kabul
edilmediginden, olgusal olarak kanitlanabilir konular genellikle sahte haber
olarak etiketlenir.

Diger bir faktor de dijital sosyal muhendisligin yukselisidir. Sosyal muhendis
Christopher Hadnagy, alanini “bir kisiyi, hedefin gikarina olabilecek veya
olmayabilecek bir eylemi gergeklestirmesi igcin manipule etme eylemi” olarak

tanimlar.

Sosyal muhendislik, basitge, baskalarini istediginiz seyi yopmalarini
saglomak igin manipule etme sanatidir. Bununla birlikte, bu beceriyi ¢cevrimigi
teknoloji ile birlestirmek, dijital sosyal muhendisligin gucunu uretir - "sosyal

nedenler planloma stratejisi’ 0gesi.

Sosyal muhendislik sanati insanlar kadar uzun suredir var olsa da, dijital
¢cagin gelisi saldirgana daha hizli sonuglarla daha genis bir hedefe ulagsma
yeteneg@i sagliyor. Rus toplum muhendisleri, sadece on yil dnce hayal bile
edilemeyecek bir sekilde Amerika Birlesik Devletlerine saldirmak igin insa



edilen silahin bu son pargasinin temsilcileridir.

2017 Ulusal istihbarat Direktoru ve 2020 ABD Senatosu istihbarat Komitesi
raporlari, 2016 ABD baskanlik secim kampanyasi sirasinda Rus internet
Arastirma Ajansinin (IRA) Sosyal Yikim Uglustnu kullanmadaki esi goralmemis
basarisini ozetledi.

Rusyanin saldirisinin ABD'nin ulusal guvenligini etkiledigine suphe yok. Ek
olarak, IRANIn siyasi kaosa neden olan dusuk yatirim maliyetli/yuksek getiri
stratejisi, ABD vatandaslari arasindaki uluslararasi ittifaklar ve
anlasmazliklarin kulloanilmasi, askeri tarihteki en basarili uzun vadeli yuksek
yatirim getirisi olan saldirilarindan biri olarak tanimlanacaktir.

2016dan sonra Rusya, endise verici derecede aglk bir Triad of Disruption
stratejisini sergileyerek fayda saglamaya devam etti. Gurcistan, Ukrayna,
Fransa, Buyuk Britanya ve diger ulkeler IRA saldiri stratejisinin hedefi oldular.
Yine de, Rusyanin yillarca “dijital® bombardimanindan sonra, Amerika ve
muttefikleri bu silahi yenmek i¢in henuz bir kargi-denge stratejisi bulabilmis
degiller.

Diger raokipler Rusyanin basarilarini fark ettikleri igin, neredeyse anlamli bir
ceza olmadan, onlar da rakiplerine karsi Sosyal Yikim Uglusind uyguluyorlar.
Cin, Kuzey Kore ve iran bilgi savasi faaliyetlerini artiriyor. Terér cephesinde,
ISID sosyal medyayi sofistike kullanimiyla zaten biliniyordu ve IRAnIN
stratejilerini incelediklerine ve savas planlarini gelistirdiklerine suphe yok.
gelecekteki bilgi savasi saldirilari.

Bir Ulus, Sosyal Yikim Uclusiine karsi kendini nasil savunabilir?

Pentagon'un Sosyal Yikim Uglusune karsi etkili bir savunma insa etme
mucadelesi, karsilastigl her seyden daha karmasik ve benzersizdir. Cevap
yeni bir silah sistemi insa etmek degil - gergek su ki, bu silaha karsgi en iyi
savunma eqitim, iyi politika, etkili yasalar, kamu-0zel sektor ortakliklar ve
uluslararasi ittifaklar ve anlasmalardir.



Savunma Bakanliginin bu tehdide tek basina kargi koyomayacagini anlomak
zorundadir. Karsi koyma cabalarinin etkin olmasi her duzeyde hukumet, 6zel
sektor ve universite katilimini gerektirir.

Bu nedenle, asagidaki savunma plani, hukumet ¢capinda bir "tum unsurlarin
biraradaligini iceren” bir taahhut gerektirir. ilk olarak, Savunma Bakanlig,
tum Amerikalilar i¢cin daha okulun itk gunlerinde ve yetiskinlik boyunca
devam edecek bir siber guvenlik egitim progromina yonelik hukumet ¢capinda
bir toahhudu finanse etmek ve desteklemek i¢in diger kurumlarla ortaklik
yapmalidir.

Hukumet, ozellikle Bolum 230 ile ilgili olarak, sosyal medya igin 6zel sektor
standartlarina iliskin yasa ve politikalarin etkinligini yeniden gdzden
gecirmelidir. Ardindan, 6zel askeri yukleniciler ve akademik topluluklar,
tanimlayan ve karsi koyan teknik suregler gelistirmek igcin kamu-ozel
ortakliklari araciligiyla hukumetle birlikte ¢calismalidir. derin sahtekarliklar ve
diger ortaya ¢ikan dijital sosyal muhendislik yontemleri gibi saldirilar.

Pentagon, ¢cevrimigi bilgi savasi tekniklerinin tespiti, tanimlanmasi ve
dogrulanmasina yonelik daha fazla kaynaok ayirmali. Bu sadece teknoloji ile

yapilamaoz.

Ayricao, toplulugun bu gelisen silahi kulturel ve sosyal olarak nasil
kavramsallastirdigr konusunda bir degisiklik gerektiriyor. Tum hukumet
seviyeleri, her Amerikali'nin Yikim Uglst'nun unsurlari hakkindaki anlayisini
gelistirmeli ve taahhut etmelidir. Buna, 1970'lerde baslatilan sigara karsiti
kampanyaya benzer kapsam ve genislikte bir ulusal bilinglendirme
kampanyasi olusturulmasi da dahildir. Amerikalilarin bu silahi anlomalari

gerekiyor, boylece onlar da ulusun birlesik savunmasinda rol oynayabilirler.

Son olarak, Savunma Bakanligl, konsept olarak ABD-Rusya nukleer
anlagsmalarina benzer bir uluslararasi siber guvenlik anlasmasini



desteklemelidir. Sonug, tum uluslar igin gegerli olan uluslararasi bir siber
guvenlik sozlesmesi olacaktir.

Boyle bir anlagsmayi uygulomak igin Amerika Birlesik Devletleri, bagimsiz
izleme, adli sorusturma ve tanimloma igin yasal yetkiye ve Triad of Disruption
silahini kullanmaktan suglu ulkelere karsi cezai islemler uyguloma yetenegine
sahip bir Birlesmis Milletler siber guvenlik teskilatinin kurulmasini
desteklemelidir.

Sosyal Yikim Uglustnun unsurlari, ulus devletlere ve terorist gruplara bir
hedefe karsi dusuk risk veya maliyetle buyuk olgekte bilgi savasi yurutme
yetenegi saglayan olaganustu guglu bir silah olusturmak igin birlesir.

ABD'nin 2016 baskanlik segimlerine yonelik Rus saldirisi, tarihte bu ugluyu
kullanan en etkili saldiriydi, ancak uzun surmeyecek. ABD' nin dusmanlari,
internet ve sosyal medya teknolojilerini kullanarak ulusa yikici sonuglarla
saldirmak igin profesyonel dijital sosyal muhendislerden yararlanarak zarar
verici propaganda ve sahte haberler yoyma yetenegine sahiptir.

Sosyal Yikim Uclust, Amerika icin aglk ve mevcut bir tehlikedir. Butun bir
ulusun savunmada seferber olmasini gerektirir.



How to Defeat the Info-Warfare “Triad of Disruption’

“The very ‘rules of war’ have changed. The role of nonmilitary means of
achieving political and strategic goals has grown, and, in many cases, they
have exceeded the power of force of weapons in their effectiveness.”

— Gen. Valery Gerasimoyv, Russia’s chief of the general stoff,
Military-Industrial Kurier, February 2013

“Russia is waging the most amazing information warfare blitzkrieg we have
ever seen in the history of information warfare.”

— Gen. Philip Breedlove, NATO Wales Summit, September 2014

n Seven years later, America faces a more skillful Russia experienced in
modern information warfare leveraging three elements: social mediq,
propaganda/fake news and digital social engineering — the “triad of
disruption.” The advanced persistent threat of the triad is a clear and
present danger to national security because nation-states and

terrorist organizations have learned to apply the ubiquitous power of social
media technology, and “message” propaganda and fake news utilizing
professional information warriors to manipulate the masses via the art of
digital social engineering.

The U.S. government, and the Defense Department specifically, faces
unprecedented challenges from this information weapon. In his book,
‘Messing with the Enemy,” national security expert Clint Watts bluntly states
that "America sucks at information warfare, absolutely sucks." While the
nation expends tremendous effort to develop kinetic weapon systems, it is
clear it has yet to develop a comprehensive defense plan for its adversary's
Triad of Disruption strategy.



Figure one reveals how the three elements interact to produce the Triad of
Disruption. It is the merged power of the overlapping elements used in the
battle of influence, destabilization and intimidation that manifests as a
weapon of mass destruction leading to the ultimate goal — the decline of
American society into chaos. To appreciate the power of the Triad of
Disruption, one needs to understand each element’s role in developing the
weapon.

The weapon’s message delivery element, social mediq, continues to morph
itself across every aspect of society. To date,relying upon social media sites
to self-police propaganda and fake news has been ineffective. Section 230 of
the 1996 Communications Decency Act has but 26 words. Section 230 reads,
“No provider or user of an interactive computer service shall be treated as
the publisher or speaker of any information provided by another information
content provider.” It is a blanket protection for social media providers from

legal action as a result of the use of their media platform.

It is a flowed loaw requiring change; specifically, bipartisan legislation is
required to find the balance between freedom of speech and responsible
online social engagement. Without addressing this issue, the continued use
of social media platforms as an attack vector seems to have no boundaries
for the foreseeable future.

Next is propaganda and fake news. The spreading of rumors, ideas,
information and lies in order to cause harm to nations, organizations or an
individual is propaganda and is the “information manipulation” element. It
has been used successfully for hundreds of years for purposes of evil. To
support Adolf Hitler's ascendance, the Nazis honed propaganda to an art
form as they instilled their evil into every aspect of German society.

As dangerous and effective as propaganda has been throughout history, the
introduction of social media amplifies the threat many-fold. Writing in a
Strategic Studies Quarterly

article, “Commanding the Trend: Social Media as Information Warfare," Air



Force Lt. Col. Jarred Prier addressed this growing threat of unchecked
propagaonda and related attributes which contribute to its spread in the
digital environment.

Figure 2 reflects this lethal combination and how the different technology
tools, players and messaging combine to give propaganda a lifespan with
amazing stamina using the representative social media platform, Twitter.

The primary sinister partner to propagaonda is fake news. Fake news serves
as the energy source to complete this new weapon’s ability to sow discord,
enable lies and motivate

believers. Faoke news is not a new term; and its recently mutated use is not the
original meaning. Unfortunately, fake news has become a cottage industry to
itself. It is now a favorite technique of some prominent politicions as a
method to discount any news they don't like. Issues that are factually
provable are often tagged as fake news because the source is not
considered credible solely based upon the receiver's political persuasion.

Another factor is the rise of digital social engineering.

Social engineer Christopher Hadnagy defines his field as “the act of
manipulating a person to take an action that may or may not be in the
target’s best interest." Social engineering is simply the art of manipulating
others to get them to do what you want.

However, combining that skill with online technology produces the power of
digital social engineering — the “pretext planning strategy” element. And,
while the art of social engineering has been around as long as humans, the
advent of the digital era provides the attacker the ability to reach a more
expansive target set with rapid results. Russian social engineers are
representative of this final piece of the weapon built to attack the United

States in a manner unimaginable just a decade ago.



The 2017 Director of National Intelligence and the 2020 U.S. Senate
Intelligence Committee reports outlined the unprecedented success of the
Russian Internet Research Agency (IRA) in its use of the Triad of Disruption
during the 2016 U.S. presidential election campaign.

Without a doubt, Russia’s attack had an impact on U.S. national security.
Additionally, the IRA's low investment costs/high-yield return strategy to
cause political chaos, weaken

international allionces and sow discord among U.S. citizens may be one of
the most successful long-term return on investment attacks in the annals of
military history.

After 2016, Russia continued to reap benefits as it flaunted an alarmingly
open Triad of Disruption strategy. Georgio, Ukraine, France, Great Britain and
other nations have been targets of the IRA attack strategy. And yet, ofter
years of “digital’ bombardment by Russio, America and its allies have yet to
find a counter-balance strategy to defeat this weapon.

As other adversaries have recognized the successes of Russio,almost without
meaningful penalty, they too are applying the Triad of Disruption against
their rivals. China, North Korea and Iran are increasing their information
warfare activities. On the terrorism front, ISIS was already known for its
sophisticated use of social media, and there can be no doubt they have
studied the IRA’s strategies and are honing their battle plans for

future information warfare attacks.



How can the nation defend itself against the Triad of Disruption?

The challenge to the Pentagon in building an effective defense against the
Triad of Disruption is more complex and unique than any it has confronted.
Building a new weapon system is not the answer — the fact is that the best
defense against this weapon is education, good policy, effective laws, public-
private partnerships, and international alliances and treaties.

It is imperative to understand that the Defense Department cannot counter
this threat by itself. It requires all levels of government, private industry and
academia.

As such, the following defensive plan requires an “all-in” government-wide
commitment.

First, the Defense Department should partner with other agencies to fund
aond support a government-wide commitment to a cybersecurity education
prograom for all Americans as early as the first days of school and continuing
throughout adulthood.

Government should revisit the efficacy of laws and policy regarding private
industry standards for social mediaq, especially in regard to Section 230. Next,
private military contractor and academic communities should team with the
government via public-private partnerships to develop technical processes
which identify and counter attacks such as deep fokes and other emerging
digital social engineering methods.

The Pentagon should dedicate more resources toward detection,
identification and authentication of online information warfare techniques.
This cannot be done by technology alone.

It also requires a change in how the community conceptualizes this evolving
weapon culturally and socially. All levels of government should develop oand
commit to every American’s understanding of the elements of the Triad of
Disruption. This includes establishing a national awareness campaign similar
in scope and breadth to the anti-smoking campaign begun in the 1970s.



Americans need to understand this weapon so they too can play a role in the
nation’s combined defense.

Finally, the Defense Department should support an international
cybersecurity treaty similar in concept to the U.S.-Russia nuclear treaties. The
result would be an international cybersecurity convention applying to all

nations.

To enforce such a treaty, the United States should support the establishment
of a United Nations cybersecurity agency with the legal authority for
independent monitoring, forensic investigation and identification, and the
ability to impart punitive actions against countries guilty of wielding the
Triad of Disruption weapon.

The elements of the Triad of Disruption merge to form an extraordinarily
powerful weapon providing nation-states and terrorist groups with the
capability to execute information warfare against a target on a massive
scale, ot low risk or cost.

The Russian attack against the United States’ 2016 presidential election was
the most effective attack using the triad in history, but it won't be for long.
U.S. adversaries are capable of propagating damaging propaganda and
fake news, utilizing the technologies of the internet’'s social media, and then
leveraging professional digital social engineers to attack the nation with
devastating results.

The Triad of Disruption is a clear and present danger to America. It requires
an entire nation to mobilize in defense



